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Abstract:

Building strong pipelines for real-time data analytics requires the convergence of Al and data
engineering. In order to build scalable, effective, and robust data pipelines that enable real-time Al-
driven analytics, this paper examines the architecture, technologies, and methodology required.
Scalable and flexible deep learning algorithms are essential for fulfilling the ever-increasing needs of
large-scale machine learning (ML) systems in the era of big datasets and real-time applications. This
study examines the latest advancements in scalable deep learning techniques, paying special emphasis
to architectural innovations that enable efficient model training, adaptive learning, and inference over
distributed systems. As a result, it works especially well for imaging tissue slides at high resolution
over a large field of view. Numerical multi-look has recently been introduced to the traditional phase
retrieval procedure to make the optical setup resilient against misalignment-induced artefacts. This
allows the removal of associated phase errors, albeit at the expense of a lengthy calculation time. The
majority of machine learning models have a noteworthy level of resilience to input fluctuations,
according to recent research on interpretable machine learning. This implies that approximation input
characteristics may be accommodated by machine learning models with little to no influence on
accuracy. In this research, we present Biathlon, a new machine learning serving system that finds the
best degree of approximation for each aggregate characteristic by using the intrinsic robustness of
models. This method guarantees a constraint on accuracy loss while allowing for maximal speedup.
We test Biathlon on actual pipelines from data science contests and business applications, showing
that it can exceed real-time latency constraints by attaining 5.3x to 16.6x speedup with almost no loss
of accuracy.

Keywords: Machine Learning (ML), Data Pipelines, Accuracy Loss, Large-Scale, Building Robust,
Real-Time Applications, Retrieval Process, Biathlon, Misalignments-Induced, High-Resolution.
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I.  INTRODUCTION
Both functional and temporal accuracy are essential for the design of real-time systems (RTS)

[1]. Therefore, temporally predictable and deterministic algorithms are often used in the
design of real-time systems. For example, [1, 2] conventional real-time scheduling algorithms
must conduct (precise or adequate just) deterministic (finite time) offline feasibility (also
called schedulability) tests [2, 3] prior to putting into practice an online scheduler. However,
the underlying system heterogeneity and inter- and intra-dependent tasks make the scheduling
algorithms' feasibility test very difficult, if not impossible, to complete [3, 4]. As a result,
RTS was limited to safety- and mission-critical systems up until recently, such spacecraft and
avionics, with specific proprietary hardware platforms and straightforward job models.
Nevertheless, RTS has been widely used in many fields, including healthcare (implanted
devices), transportation (autonomous vehicles), smart cities (smart grids), and industrial
settings (drones, robots, etc.) as a result of the revolution of embedded cyber physical
systems and the internet of things (1oT) (due to the quick development of hardware, software,
and communication technologies) [3, 4]. These increasingly intricate cyber-physical systems
have a basic resemblance in that they use a huge number of on-board sensors to interact with
the physical environment with exceptional efficiency [3, 4]. In order to handle the enormous
volume of varied data from on-board sensors, the systems need a lot of processing power [4].
There are a few issues with the new RTS apps:

The resource-sharing models of RTS are complicated by the need for a heterogeneous
hardware platform made up of CPUs (multi-core), GPUs, or specialised accelerators. [4, 5].
Task dependence creates task chains with different arrival rates, which calls for complex
workload models like GANG task models, DAGs, [5], and others. It is time-consuming to
schedule such a task on a heterogeneous hardware platform utilising a deterministic
feasibility test [5, 6].

It is impossible to overestimate the significance of data architecture in machine learning. Any
successful machine learning project is built on a solid architecture that facilitates effective
data management, processing, and model deployment. But there are a lot of obstacles in
developing systems that can evolve with rising data volumes and model complexity [5, 6].
Organisations' approaches to data infrastructure have had to change in recent years due to the
exponential rise of data. The worldwide data sphere is expected to increase from 33
zettabytes in 2018 to 175 zettabytes by 2025, according an IDC analysis [6, 7]. Traditional
data infrastructures are under unprecedented strain as a result of this enormous data inflow

and the growing complexity of machine learning algorithms [5, 6]. For machine learning
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models to function at their best, especially deep learning architectures, enormous volumes of
high-quality data are needed. As mentioned by,

"The availability of large datasets that are labelled is the most crucial element in deep
learning success. ” [5]

But having access to big datasets alone isn't enough; companies also need to be able to
effectively ingest, store, analyse, and feed this data to machine learning models in both
training and production settings [6, 7].

The former, such as histology slides, is extensively used in clinical practice for the functional
study of tissues [5, 6]. Staining the tissue or adding markers increases the test's specificity at
the expense of its invasiveness [4]. Furthermore, light bleaching may significantly impair
fluorescence's performance, and it only permits qualitative tests [5, 6]. The second class of
techniques is non-specific and uses an endogenous contrast mechanism based on the
refractive index that differentiates the sample and its surroundings [6, 7]. Measuring the
phase delay the specimen introduces on the probing wave front not only permits
morphological testing but also provides quantitative data on the specimen’s optical thickness,
bio volume, and dry mass [8].

In this regard, excellent examples include phase-shifting interferometry, digital holographic
microscopy, spatial light interference microscopy, and Transport of Intensity Equation (TIE)
imaging [8, 9]. All of the aforementioned methods have one thing in common: the optical
system must be engineered to guarantee a practical trade-off between Field of View (FoV)
and spatial resolution. This is especially crucial when the specimen is a tissue because
imaging a large area without compromising resolution of the smallest details is essential for
studying the interaction between various sample elements, investigating the non-local effects
of drugs and specific treatments, and enabling robust classification of phenotypes and
specimen states, such as when malignant cells are detected and metastases develop in
histopathological screenings [5, 9]. In order to get Gig Pixel QPI, Fourier Psychographic
Microscopy (FPM) uses a synthetic aperture approach; that is, a huge space-bandwidth
product is used to extract the sample's complex amplitude [9, 10]. In order to accomplish
large FoV imaging with computational super-resolution that surpasses the limitations
imposed by the optical system, FPM uses low coherence light sources to probe the specimen
from various angles [10].

The industry's exponential expansion in data collection and the quick development of
technology have increased need for scalable and flexible deep learning algorithms [11,12].
Large-scale machine learning systems are essential in fields like natural language processing,
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autonomous systems, healthcare, and finance due to their enormous dataset processing
capabilities. Scalability and flexibility are crucial for ensuring efficacy and accuracy in real-
world applications since the sheer volume and complexity of these datasets usually proves to
be too much for conventional deep learning models [12]. As a result, researchers are
focussing on developing state-of-the-art deep learning methods that can swiftly adjust to
shifting computing circumstances and shifting data patterns [12, 13].

Finding a balance between model complexity and computing efficiency is a major challenge
in the creation of scalable deep learning systems [13]. Although traditional deep learning
architectures, such as Convolutional Neural Networks (CNNs) and Recurrent Neural
Networks (RNNs), may achieve high accuracy [14], their use in large-scale systems is
constrained by their high processing power and memory needs. To solve this, a variety of
techniques have been put forward, including distributed computing, model compression, and
optimisation algorithms. Recent developments in parallel processing with GPUs and TPUs
have accelerated the deployment of deep learning models across large-scale systems by
enabling the models to handle millions or even billions of parameters [11].

1.1 Importance of Real-Time Data Analytics
Organisations can react to changes immediately thanks to real-time data analytics, which
processes and analyses data as it is created with the least amount of delay [11, 12]. Real-time
analytics allows for instant insights, which are crucial for many time-sensitive applications, in
contrast to typical batch processing, which collects and processes data at predetermined
intervals. These consist of:

e Financial services fraud detection, where real-time analysis assists in spotting fraudulent
transactions as they happen [12].

e In manufacturing, predictive maintenance enables businesses to keep an eye on the operation
of their equipment and take proactive measures to fix problems before they cause expensive
downtime.

e Real-time analysis of consumer behaviour in e-commerce to provide customised product
suggestions or promotional offers is known as personalised marketing [5].

Businesses may be proactive instead than reactive using real-time information. By
empowering businesses to act on real-time data, it may lower risks, increase operational
efficiency, and improve consumer experiences [11, 12]. Real-time data analytics is
technically difficult to achieve, however, and calls for sophisticated analytics tools, reliable

infrastructure, and effective data pipelines [11].
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Il.  FUNDAMENTALS OF DATA ENGINEERING FOR REAL-TIME ANALYTICS
The foundation of real-time data analytics is data engineering. It entails planning and building
strong, scalable, and efficient systems and procedures to manage massive data quantities [12].
In order to provide organisations relevant insights, it is important to make sure that the
appropriate data is gathered, processed, and made accessible for real-time analytics. The
fundamentals of data engineering will be discussed in this part, with an emphasis on data
input, transformation, storage, and the crucial elements of scalability and dependability [12,
13].

2.1 Data Ingestion Technique
The act of gathering information from several sources and transferring it to a central system
for further processing and analysis is known as data ingestion [13]. For real-time analytics to
guarantee that data is accessible for analysis right away, this procedure has to occur with the
least amount of delay possible. There are two main methods for data ingestion: [14], real-time
(or streaming) processing, and batch processing.

e Batch Processing: Large amounts of data are gathered, and discrete batches of data are
processed at predetermined times [14, 15]. This approach lacks the immediacy necessary for
real-time decision-making, but it works well for analysing big datasets that don't need real-
time insights.

e Real-Time (Streaming) Processing: With this approach, new data is instantly available as it
is continually consumed as it is created. Applications where immediate insights are critical,
such as fraud detection [15], predictive maintenance, and personalised marketing, need real-
time ingestion [15].

e Techniques and Tools for Real-Time Data Ingestion: Message Brokers and Streaming
Platforms: Real-time data intake is often accomplished using technologies like Rabbit MQ,
Apache Kafka, and Apache Pulsar [15, 16]. The constant flow of data from many sources,
including as sensors, web servers, mobile applications, and databases, is made possible by
these technologies [16].

e API Integration: Real-time data collection from external sources is often accomplished
using APIs (application programming interfaces) [17]. APIs are perfect for integrating third-
party data streams, such social media feeds or financial sector data, since they allow data to

move across systems seamlessly.
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e Change Data Capture (CDC): One method for recording and monitoring database changes
in real time is called CDC [17]. This enables systems to react instantly to changes in data
(like an update to a user profile).

2.2 Resilient Data Ingestion Pipelines
Use an automated data lineage solution to map and comprehend the dependencies in your
data flow. A complicated data pipeline has many dependencies that are impossible for a
person to keep track of, and documentation, when it is there, seldom completes the task [17,
18]. Without this background, your data team will either make mistakes or be afraid to make
any changes for fear of generating problems later. For further perspective, see our post on 17

data lineage use cases [18].

Ingestion Warehouse Reporting
\ | et~ ed—iadembaity = A ion S st |1 paaviamiToos |
' sthe b !
- — : e
Sources Fivetran : : : |
A I
Customer T 1 1 Olooker !
Data = Segment ! -
—
Plaitorm : [ @Amplitudu [
[ Itk A
Data Lake : :
[
amazo _, | peas
53 1 | [ '
1 " |
' L i | 3D Census !
1 I
1 | '

e il

Fig. 1 Pipelines for Resilient Data Ingestion. [18]

e Design your data pipeline so it is modular and automated: A straightforward, modular
pipeline that is easy to modify is often preferable to an ideal pipeline that must be entirely
redesigned every time data changes at the source since your team will need to make
modifications frequently [18, 19]. The cost of maintenance should be considered even if open
source data pipeline technologies are appealing from a financial standpoint [19]. Usually,
integrations lag, and teams may invest more effort in their architecture than reap the benefits.

e Create data pipeline SLAs (service level agreements): Aligning the design of the data
pipeline with the use case is essential [19]. Do your customers need data to be updated every
hour, day, minute, or second? Whether your data pipeline design uses stream, micro-batch, or
batch ingestion will probably depend on that [19, 20]. Is great data quality required, or will
directionally precise data be adequate? All parties are held responsible when these
expectations are codified [19, 20].

© 2024, 1ICSMC All Rights Reserved, ZAIN Publications, Fridhemsgatan 62, 112 46, Stockholm, Sweden 72



Bhageerath Bogi, International Journal of Computer Science and Mobile Computing, Vol.13 Issue.10, October- 2024, pg. 67-81

Let the data drive the data pipeline architecture: A data warehouse-based data pipeline
design makes sense since most data teams will be working with mostly structured data for
analytical reasons. A data lake may be taken into consideration by some data teams that
handle more unstructured data for scientific use cases [20, 21]. Given what Netflix Studios
Senior Information Engineer Dao Mi told us about his experience at Nauto, which creates Al
software for car safety, others could need to design more specialised structures [22].
Create data products: Zhamak Dehgani's data mesh approach [22, 23] created a new way of
thinking known as "data-as-a-product.” A data product is a data asset that has substantial
value for the business, usually in the form of crucial tables or dashboards [24]. Discoverable,
secure, controlled, reliable (high data quality), and interoperability are all characteristics of
data products [23].
Continuously review and optimize costs: In addition to being costly, poorly constructed
and degraded queries may also lead to problems with data reliability [25]. See some useful
tips for figuring out these troublesome queries and maximising Snowflake costs [25, 26].
Make pipelines idempotent: You may avoid inconsistent or duplicate data by not making
your pipelines idempotent, which means that performing an action more than once yields the
same result [26, 27].

I1l.  BIATHLON
Biathlon aims to run an optimised inference pipeline G with low execution cost in order to get
an inference result y” that fulfils the accuracy guarantee defined in Equation 1, [27], given
pipeline inputs (such as user ID), [26], an error bound &, and a confidence level t:
Pr(lY —y|<8)=r...1

The Biathlon procedure is shown in Figure 3. Biathlon is made up of two parts:

(1) The Planner, which is in charge of creating an approximate online plan for the inference

pipeline's execution, [27], and

(2) The Executor, who is responsible for carrying out the inference pipeline roughly in line with

the Planner's suggested plan [27, 28].
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Fig. 2 System Structure of Biathlon. [27, 28]

3.1 Approximate Feature Computation (AFC)
During this phase, Biathlon determines the feature values; for non-targeting features,
Biathlon determines their precise values; and for the targeting aggregation feature j, [28],
Biathlon functions similarly to online aggregation, offering effective estimates for the
aggregation values via a trio of steps [28].

3.2 Approximate Model Inference (AMI)
Biathlon's AMI stage has two functions:

(1) Computing the (approximation) inference results y" using the approximation characteristics
and

(2) Estimating the uncertainty of the approximation inference result Uy [27, 28].
Biathlon computes the approximation inference result y in a simple way: y* = M (x), where
M is the model inference operator, and the approximate feature values x are immediately
included into the model inference operator [22, 28].

i = argmax var(y|zt)-var (Y|zi+Az)

e T 2
_ varx;(E-Xx;(¥|x;)) 3
] - Var (Y) ---------
[ Var(Y|zi)—E(Var(Y|z]‘:*)) 4
f Varaezh
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Table 1 The Real —Interface Pipelines. [28]

No. of
Num of Operators No. of Features User
Requests
Pipeline
(description) Data Set (Num of Records) Transfor Model Non-
Data store - AGG
mation Inferences AGG
AGG others
Trip-Fare (predict NYC Taxi (3B) 2 2 0 LGBM 2 3 1541
fare of a trip) (Regression)
Tick-Price (Forecast . LR
price of a tick) Forex Tick (1.3B) 0 1 5 (Regression) 6 4 1696
Battery (predict LGBM
remaining time to NASA BATTERY (7.9M) 1 0 2 R - 5 8 1495
charge battery) (Regression)
Turbofan (predict Random Forest
remaining useful life Turbofan (54M) 9 4 0 R . 9 0 689
of turbofan) (Regression)
Bearing-Imbalance MLP
(Defect Imbalance of Machinery Fault (96M) 9 0 4 Classificati 9 0 326
Bearing) (Classification)
Fraud-Detection XGB
(detect Fraudulent Talking Data Click (325M) 9 1 0 Classificati 3 6 1795
click of user) (Classifications)
Student-QA (predict
correctness of a Game Log (54M) 11 2 2 RaI”dO.T Forest 21 2 410
questions) (Classification)

IV. EVOLUTION
To show that Biathlon can reduce inference latency while maintaining acceptable accuracy
loss, we evaluated it on seven real inference pipelines from Kaggle and Feast [28, 29]. Our
findings indicate that using Biathlon reduces inference latency by 5.3x to 16.6x times when
compared to the baseline, which is running the inferring pipeline without any approximated
performance [29].
Workload: Very few of the inference pipelines with costly aggregations that have been the
subject of multiple papers have their matching actual data made publicly accessible [30]. The
ones in FE Bench don't have any model (i.e., no trained model or training labels supplied),
simply feature preparation operators [30, 31]. All of the ones we utilised for the assessment
are openly accessible [31, 32].
System Setup: Python is used to implement Biathlon. Our data store was Click House, [33],
an open-source OLAP DBMS that supports online sampling and is intended for real-time data
analytics. Biathlon is not limited to any particular data storage solution, however, and may be
used with other databases, like MySQL, or data analytics frameworks, such Pandas and Dask,
[33] without compromising its benefits [32, 33]. Servers with an Intel Xeon E5-2620 CPU
(2.1 GHz with 8 physical cores), 256 GB of RAM, and 745 GB of Intel DC S3610 Series
SSD were used for all of the studies [33].
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Metrics: In order to provide a thorough assessment of Biathlon, we conduct the tests five
times and report the system's average latency while handling all actual user requests in
addition to its speedup over the baseline [32, 34].

Default Configuration: We have used a default configuration for Biathlon during an
assessment process, which is shared by all workloads [33]. For the first plan, we specifically
set the proportion of samples ratio at @ = 0.05 [31]. We set the step size y to 1% of the total
number of records across all features, in accordance with standard online aggregation

systems. The value of the confidence level T is 0.95 [32].

4.1 End to End Performance

Biathlon's performance assessment on the seven inference pipelines in the default setup is
shown in Figure 4. The latency comparison between the baseline, RALF, and Biathlon on the
seven different workloads is shown in the top figure [22, 32]. It is clear that Feature

Computation (FC) takes the longest and accounts for the majority of the baseline's delay [32].

Latency and Accuracy (Default Configuration)

Student-QA
Bearing-Imbalance
Fraud-Detection
Turbofan

Battery

Tick-Price
Trip-Fare

0 0.2 0.4 0.6 0.8 1 1.2

Latency Accuracy

Fig. 3 Accuracy and Latency (Default Setting). [35, 36]

4.2 Varying the error bound §

Our goal in this experiment is to investigate the effects of Equation 1's error limit 6 [36, 37].
The accuracy and speedup findings in respect to different error limit values & are shown in
Figure 7. Similar to the previous example, Biathlon's accuracy is determined by utilising the
precise value that the baseline anticipated as the oracle label [38, 39]. Since the others require
categorisation, which cannot accept any mistake, only the output of regression pipelines is
shown [35].

Biathlon is generally not advised for deep model pipelines [34, 35]. In comparison to
conventional non-deep models, deep learning models are often computationally costly. The
cost resulting from Biathlon's numerous model inferences for each inferences request during

quasi-Monte Carlo (QMC) [34] may be more than the advantages of feature approximation.
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Nonetheless, it is noteworthy that there are matching solutions available and that speeding

deep learning pipelines is a significant topic of study [40].

Task: Trip-Fare Task: Tick-Price Task: Battery Task: Turbofan
——— . rl00

30

—e— Speedup
—— Accuracy

—e— Speedup —e— Speedup
—— Accuracy —— Accuracy

g
f l// 094 <
-0.92

IRV
&g
¥yyes

o
—e— Speedup -0.96 E
—— Accuracy =

8

Fig. 4 Varying Error Bound & (Regression Only). [35, 39]

V. CONCLUSION

We presented an overview of the most advanced machine learning algorithms used in
embedded and real-time Internet of Things systems in this work. To sum up, in the big data
age, scalable data architectures are essential to the success of machine learning projects. As
data volumes increase and machine learning tasks get more complicated, scalable and
adaptable deep learning algorithms become more and more important. In this study, we have
looked at the advancements in flexible strategies for handling large-scale machine learning
systems and scalable deep learning methods. Using appropriate methods for data collection,
transformation, and validation, the system's data flow may be effectively handled.
Additionally, the development of an efficient pipeline model is aided by exception and real-
time testing processes as well as data quality monitoring.

In this study, we introduce Biathlon, a novel machine learning serving system designed for
industrial inference pipelines and data science. Designed to meet the demanding user-facing
latency requirements of real-time inference, Biathlon consists of a number of essential
elements: an iterative optimisation algorithm for identifying the optimal approximation plan;
uncertainty propagation from statistical analysis to estimate inference uncertainty; feature
importance based on Sobol Indices from model interpretability to evaluate the contribution of
individual features to the inference uncertainty; and approximate query processing from the
database area to compute feature approximately.

Biathlon delivers a speedup ranging from 5.3x to 16.6x on actual pipelines without a
discernible decrease in accuracy, and it gives the greatest speedup with a probabilistic

assurance of limited error. Some operators, such Top-K, are inherited from online
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aggregation and are not approximated by Biathlon. We think that the feature store method, as
RALF has shown, may be a good substitute in certain situations. But it's important to note
that the feature store approach—which includes RALF—has drawbacks as well, including

not having error boundaries or being constrained to a certain range of workloads.
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