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Abstract: A mobile Ad-hoc network is a self organized infrastructure less network which has a 

collection of mobile nodes. Mobile nodes are used to communicate information with the help of 

protocol. As mobile networks are vulnerable against different types of attacks like black hole, warm 

hole attack etc. In this paper we investigate the effect of black hole attack, warm hole attack that uses a 

AODV protocol and proposes a solution with Secure AODV protocol. We first create a base wireless 

sensor network in which mobile nodes use AODV routing protocol and transfer packets from one node 

to another node, then an implement attack black hole and warm hole is created in the same manet to 

measure throughput, packet delivery ratio and delay of attacker implemented network. A Secure AODV 

with security mechanism to avoid the implemented attack and transfer packets to measure throughput, 

packet delivery ratio and delay of security implemented network. At last we compare the performance 

of AODV implemented network and secure AODV implemented network for a Black hole and Warm 

Hole attack with graphs. 

 

1. Introduction 

A mobile ad-hoc network is a wireless network with self configuring network. The 

wireless networks consists a large number of wireless devices connected for information 

exchange from one host to another host called as routing. Routing is a process of forwarding 

packets from one host to another host in the network. Routing in MANET can be done two 

ways, where as in pro-active routing protocols every node continuously maintains the routing 

information of the network. In Reactive routing [2] protocols every node maintains the 
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information of only active paths to the destination nodes. The pro-active routing protocols are 

Ad hoc on Demand distance vector routing (AODV), Dynamic source Routing (DSR) etc. 

AODV protocol is most widely used protocol for MANET. All mobile nodes work in 

cooperation to find a route path from source to destination node. The data transmission takes 

place only after the route is established. There are three types of control messages in AODV 

protocols. They are Route Request (RREQ) [1], Route Reply (RREP) and Route Error (RERR). 

To find the path of destination node the RREQ message is broadcasted to all the neighboring in 

the network. The destination node which receives the RREQ message, it sends a RREP packet 

to the sender verifying the packet or message. This generally explains how a packet is being 

forwarded in the pro-active networks. 

Security is always an important issue in the process of communication in network. 

There are two types of attacks in ma net. The passive attack does not disrupt proper operation 

of the network. The attacker snoop’s the data exchanged in the network without altering it. In 

active attack [3], the intruder attempts to alter or destroy the data being exchanged in the 

network. There are different types of active attack, some of them are Black hole attack, warm 

hole attack, Byzantine attack etc. 

In Black hole attack [5], a malicious node uses the routing protocol to advertise itself as 

having the shortest path to the node packets it wants to intercept. The attacker listens to 

requests for routes. When the attacker receives a request for a route to the target node, the 

attacker creates a reply consisting of an extremely short route. If the malicious reply reaches the 

requesting node before the reply from the actual node, a forged route gets created. Once the 

malicious device has been able to insert itself between the communicating nodes, it is able to 

drop the packets to perform a denial-of-service attack. In our study we analyzed the results of 

various simulations that ran black-hole attack in wireless ad-hoc network and the effect of this 

attack on packet delivery. 

In a warm hole attack referred as wormhole link [4] between two points in the network. 

A direct link can be established via a wire line, a long-range wireless transmission, or an optical 

link. Once the wormhole link is operational, the adversary eavesdrop messages at one end, 

referred as the origin point, tunnels them through the wormhole link and replays them in a 

timely fashion at the other end, referred as the destination point. We derived the necessary and 

sufficient conditions for any transformation to remove wormholes, and showed that any 
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candidate solution preventing a wormhole attack must produce a connected sub graph of the 

geometric graph model of the network. 

In this paper we propose method to find the secure AODV protocol in the following manner: 

a. We Create a base wireless sensor network with 20-50 number of nodes 

use AODV as a routing protocol and transfer packets from sender to receiver i.e., a 

standard network creation with AODV protocol. 

b. We Implement attack Wormhole attack and Black hole with created network and 

transfer packets from sender node to receiver i.e., attacker implantation without 

security. 

c. We Implement attack Black hole  attack and wormhole attack with created network and  

transfer packets from sender node to receiver with security mechanism i.e., attacker 

implementation without security. 

d. We Measure Throughput, Packet deliver ratio and delay of attacker 

implemented network and outputs are shown using graphs i.e., Performance 

measures of Attacker Implemented network. 

e. We Implement a Secure AODV protocol with security mechanism to avoid the 

implemented attack and transfer packets from sender to receiver. And implement a 

Secure AODV protocol with security mechanism to avoid the wormhole attack 

(provided security)   and transfer packets from sender to receiver i.e., Secure AODV 

Implementation of both attacks black hole and worm hole. 

f. Measure Throughput, Packet deliver ratio and delay of security 

implemented network and outputs are shown using graphs i.e., Performance 

measures Secure AODV Implemented network. 

g. Compare performance of AODV implemented network, Attacker 

implemented network and Secure AODV implemented network and outputs are shown 

using graphs i.e., Result Analysis by implementing plot graphs. 

 

The Section 2 describes related work, section 3 describes about proposed algorithm, section 4 

describes simulation parameters that are taken, section 5 describes about result analysis and 

finally concludes with a conclusion. 
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2. Related Work 

Mc donald [6] proposes a protocol based on network and link layer acknowledgement but can 

be failed in heavy traffic as the acknowledgement packet may not reach in time and packets like 

UDP do not provide any acknowledgement at all. They have implemented the solution using 

DSR protocol. TAODV [7] is a other protocol based on trust which has two messages like Trust 

Request (TREQ) and Trust Reply (TREP). S. marati [8] introduced a concept of watch dog, 

where the intruder node watches the user information. S. park[9] proposed a method where the 

destination waits for the multiple sender’s for a RREP packet. Satoshi has proposed a method 

[2] based on the number of RREQ messages sent and RREP messages received. It calculated 

the average sequence number and try to find out the malicious node, as the malicious node will 

send RREP messages with extremely higher sequence number. 

 

3. Proposed Algorithm 

The proposed algorithm Secure AODV protocol is used to mitigate the black holes and warm 

holes in a Manet. At first a standard network is created with a AODV protocol then an attacker 

implementation is done without security and later an attacker implementation with a security is 

done. And then performance measures such as through put, packet delivery. 

Then a Secure AODV protocol with security mechanism to avoid the implemented attack and 

transfer packets from sender to receive and performance measures are done for the secure 

AODV protocol. 

 Secure ad hoc on demand vector routing protocol is an extension to the AODV protocol 

for computing security mechanism with collaborative black hole attack and wormhole attack. 

The AODV protocol has a provision of sending a gratuitous RREP packet to the destination 

node. Whenever a intermediate node has a route towards destination, in addition to sending the 

RREP to the source, it also uni casts a gratuitous RREP to the destination node. In our protocol 

the gratuitous RREP is conceptualized and simulated as the CONFIRM packet. Thus, a 

CONFIRM packet is uni casted/routed by the RREPN to the destination. Note that it can be sent 

only if the RREPN has a route towards destination. It is only after the receipt of CONFIRM will 

the destination a wait for packets from the source. In order to facilitate cross checking by the 

source (of the route claimed by the RREPN), the source unicasts a CHCKCNFRM to the 
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destination. Upon CHCKCNFRMs receipt the destination replies by broadcasting a 

REPLYCONFIRM to the source, only if it received a CONFIRM and a CHCKCNFRM. Since a 

black hole does not possess a route towards the destination, it fails to send the CONFIRM, thus 

reply to the CHCKCNFRM is never generated by the destination. This leads the source to 

conclude that the RREP sending node was the black hole one. The proposed algorithm will 

hereafter be called as the Secure AODV protocol. It gets its name from the utilization of the 

gratuitous RREP. 

4. Simulation Parameters 

We plan to simulate in NS2 (Network Simulator). NS2 simulator generates a TCL (Tool 

Command Language) file. On running a TCL file it results three more files, namely the first one 

is Terminal File which shows the status of the packet from which node the packet is forwarded 

and to which node the packet is delivered. The second file is NAM (Network Animator) file which 

is a visual display showing all the mobile nodes and how packets flow along the network. The 

third file is the Trace File which shows all the corresponding information regarding the network 

and data flow. 

PARAMETER SPECIFICATION 

Simulation tools used NS2 Network Simulator NS 2.35 

Simulation Time 10s, 20s 

Number of nodes 10,20,40,60,100,250,500,750,1000 

Transmission Range 250m 

Maximum Speed 0-22 m/s 

Application Traffic CBR [constant Bit Rate] 

Packet Size 512 bytes 

Protocol AODV, Secure AODV 

Node Mobility Model 8 Pkts/s 

Types of Attack Black Hole, Warm Hole Attack 
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A network is created with multiple nodes which uses a AODV protocol. Then an attacker node is 

implemented, where it generates the performance of the Manet. Then a security mechanism is 

implemented to mitigate the malicious nodes, a method to reduce the Black hole and warm hole 

is simulated. And a plot graph is generated based on the performance of the manet with Black 

hole and warm hole in a secure AODV protocol. 

 

5. Result Analysis 

In this module we compare the existing implemented AODV protocol and new implemented 

secure AODV protocol. We Analysis the performance of normal AODV protocol and secure 

AODV protocol. 

At first a AODV protocol without attack is implemented. 

 

Then we plan to mitigate the same network with a malicious node in it. Where a malicious node 

is implemented in AODV protocol. 
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By introducing the malicious nodes, the packet drop can be done. The below simulation results 

show the packet drop in a Manet when a black hole is implemented. 

 

Then a AODV protocol with a trust approach is applied: 
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We plan to mitigate the Black hole in the below manet: 

 

 

 

A secure AODV protocol which mitigates the warm hole attack 
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The result for the warm hole attack by using a secure AODV protocol: 

 

 

Then we generate the plot graphs for the secure AODV Throughput Graph with Black Hole 

attack 
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Then we generate the plot graphs for the secure AODV delay Graph with Black Hole attack 

 

 

 

6. Conclusion 

In this paper, we propose a trust based mechanism to avoid the Black hole and warm hole attack. 

We discuss a simple yet mechanism to identify the misbehaving nodes to detect different types 

of attacks. A base wireless network is created with a AODV protocol and then we implement a 

black hole and warm hole attack. Then a Secure AODV protocol is proposed on to detect the 

black hole and warm hole attack. The comparison graphs of two protocols AODV and Secure 

AODV is done to detect the packet drop, throughput and packet delivery ratio. The results shows 

that a secured protocol is being developed to detect the black hole and warm hole attack. In the 

future we plan to identify more different types of attacks with a Secure AODV for secure data 

transmission. 
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