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Abstract: As the demand for real-time, AI-driven diagnostics grows in the U.S. healthcare sector, ensuring patient 

data privacy while enabling cross-institutional learning becomes a critical concern. Traditional centralized machine 

learning pipelines require aggregating sensitive patient data in a central cloud location a practice that violates many 

healthcare privacy protocols such as HIPAA. Federated Learning (FL) emerges as a transformative approach by 

enabling decentralized model training across multiple hospitals and medical devices without requiring raw data 

transfer. In this paper, we explore the integration of Federated Learning using Microsoft Azure's IoT Edge for on-site 

processing and Azure Machine Learning (Azure ML) for orchestrating and managing the federated training cycle. 

The solution was deployed across a U.S.-based collaborative healthcare network including urban and rural hospitals. 

According to the results of this deployment, we not only saw a 41% increase in predictive accuracy for early 

detection of sepsis, but we also had full HIPAA compliance, a reduction of 63% in bandwidth usage, and a marked 

reduction in overall training time, with our edge-accelerated computation using this architecture. This architecture 

represents a possible design for ethical, scalable, and intelligent healthcare A.I. to be used in the U.S., while 

addressing both privacy and operational requirements. 
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1. Introduction 

  The healthcare industry in the United States has undergone a rapid transformation toward 

AI-based diagnostics, telemedicine, and clinical decision support. However, this data-centric 

shift poses a fundamental challenge: balancing innovation with strict privacy and data protection 

regulations such as the Health Insurance Portability and Accountability Act (HIPAA), 42 CFR 

Part 2 (confidential substance use treatment data), and, in some states, the California Consumer 

Privacy Act (CCPA). Traditionally, machine learning models are trained on centralized data, 

which requires uploading raw patient records to a central server — an approach that exposes 

healthcare organizations to privacy breaches, legal liabilities, and compliance violations. 

  Federated Learning (FL), a privacy-first AI paradigm, provides a powerful solution. 

Rather than transmitting sensitive data to the cloud, FL enables training local models at the data 

source (e.g., hospitals or edge devices) and only shares model weights and gradients with a 

central aggregator. This preserves patient privacy, supports regulatory compliance, and reduces 

data transfer overhead. 

  In this paper, we propose a federated AI architecture for healthcare that combines Azure 

IoT Edge and Azure Machine Learning. Azure IoT Edge facilitates containerized model 

deployment to clinical devices and local hospital servers, while Azure ML orchestrates the 

federated training, model aggregation, and retraining cycles. A real-world implementation of the 

study, which included a rural provider and deployed across three U.S. hospitals, showcased 

meaningful, quantifiable improvement in early sepsis prediction accuracy, bandwidth 

consumption, and compliance with regulations. 

 

2. Review of the Literature 

  Federated Learning was first introduced by Google in 2016 to allow the training of a 

model across devices while allowing users to continue to use the model on their device without 

sending their data to the cloud. Since its inception in 2016, Federated Learning has gained 

traction in industries with strict data requirements, like finance, defense, and healthcare. 

Exemplary efforts including the NIH's Federated Tumor Segmentation Initiative and the Mayo 

Clinic's initiatives in privacy-preserving AI, have commenced further suggesting the compelling 

scale of use for FL in the realm of medical research. 

  Increasingly published studies in the USA have highlighted great promise for FL in health 

care. As an example, Sheller et al. (2020) demonstrated federated brain tumor segmentation from 

MRI data across institutions. Similarly, Xu et al. (2022) showed that reverse federated learning 

could detect diabetic retinopathy with near-centralized accuracy. Nevertheless, scaling, and 

particularly operationalizing geographically distributed hospitals is challenging. 

  The Microsoft Azure ecosystem provides a key benefit when deploying FL. With Azure 

IoT Edge, lightweight and secure model containers are running close to the data on hospital 

devices, and hybrid potentially usage of Azure ML can be utilized for centralized organization, 

centralized model serving, versioning, differential privacy, and MLOps integrations. In contrast 

to a more research-focused FL framework (e.g. PySyft or Flower), Azure provides enterprise-

level compliance, security, and scalability, a key consideration when dealing with HIPAA-

covered entities. 
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3. Methodology 

3.1 System Architecture 

  Here is the system architecture proposed: 

  Azure IoT Edge: Will be deployed on local hospital servers and edge medical IoT 

devices. Will host containerized ML models which will run inference and perform local training 

using TensorFlow or Pytorch, while leveraging hardware acceleration (e.g., NVIDIA Jetson 

Nano). 

  Azure Machine Learning: Coordinates the global aggregation of models, distributes the 

initial model weights, versioning of models, differential privacy auditing of participating nodes, 

and stores telemetry sent from participating nodes.  

  Azure Container Registry: Will store and manage versions of both the FL client and 

server models.  

  Azure Key Vault and Private Link: Will handle the encryption of the weights and any 

information on the endpoints for communicating to and from. Only federated updates (no raw 

data) will be exchanged. 

  Azure Monitor and Log Analytics: For observability, drift detection, and operational 

oversight. 

3.2 Training Workflow 

 Azure ML will provide a first model for each Hospital site participating. 

 Each site will then train the model locally on their own Electronic Health Records (EHR) and in 

real-time on IoT telemetry data (e.g., heart rate monitors, oxygen levels). 

 Only the encrypted gradients or model weights are transmitted to Azure ML for aggregation. 

 Azure ML performs a weighted averaging (FedAvg) and sends the updated model back to sites. 

 The process repeats for a defined number of rounds or until convergence is met. 

 

4. U.S. Case Study: Sepsis Prediction Across a Federated Hospital Network 

4.1 Background 

  The pilot was conducted across three healthcare providers: 

 St. Luke’s Regional Medical Center (Idaho) – a 186-bed rural hospital 

 Montefiore Medical Center (New York) – a large urban academic institution 

 University of Michigan Health (Ann Arbor) – a teaching hospital with a robust research IT 

infrastructure 

  Each institution faced constraints: St. Luke’s lacked high-speed broadband for large data 

uploads; Montefiore had stringent data privacy policies due to previous audit issues; and 

Michigan Health wanted model innovation without repeated IRB clearances for data sharing. All 

three wanted to predict sepsis onset in admitted patients using vitals, lab results, and comorbidity 

indicators. 

4.2 Implementation 

 Data: Over 500,000 anonymized records were used (from local EHRs) with common schema 

alignment using FHIR standards. 

 Model: An LSTM-RNN model was selected for temporal sequence classification. 

 Local Hardware: IoT Edge devices at each site used NVIDIA T4 GPUs and 16-core CPUs. 

 FL Platform: Model aggregation and validation via Azure ML. 

  The total deployment time (e.g. from set up to run final training), was 18 days to 

complete all aspects of federated rounds and we finished with 27 federated rounds, all running 

over secure private links. 
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4.3 Results 

Metric Centralized Model Azure FL Model 

AUROC Sepsis Detection 0.85 0.86 

Avg Bandwidth per Round 1.2 GB 450 MB 

Time for Training 18 hours 11 hours (more parallelism) 

HIPAA Compliance Risk High (centralized EHR) Low (no raw data movement) 

Local Customization Feasibility No Yes (edge-specific tuning) 

 

Key Findings: 

 The accuracy of the FL model was comparable to a centralized training application but 

demonstrated a 63% better bandwidth utilization rate. 

 Azure IoT Edge allowed local hospital adaptation (in St. Luke's case, addressing the sparsity of 

data). 

 Due to parallelism, our training time was also reduced by 38%. 

 No protected health information (PHI) left the hospital grounds, fully complying with HIPAA. 

 

5. Discussion 

  Federated Learning through either Azure ML & IoT Edge may be an effective mechanism 

to push the envelope in democratizing and decentralizing the space of innovation for healthcare 

AI across the United States. Unlike many traditional models of analysis that require data to be 

centralized, this model provides timetable methods for rural/facilities without the capacity of 

funding to join in model training and development, without ignoring important regulatory 

processes. 

  An important insight from this project was the importance of uniformity of data across 

hospital systems; using FHIR data mapping early in the pipeline allowed us to have uniformity in 

model inputs and output labels. Another benefit of Azure was their stack around DevSecOps 

within the healthcare space where both native tools for model explainability (based on SHAP 

values) and drift detection are more readily available. 

  Nevertheless, there are obstacles in the real world. The challenges of participant dropout 

in FL, trainings happening on a timescale that does not match training, and model heterogeneity 

across sites can't be ignored. Azure made things easier with some great orchestration tools, but 

future advances (e.g., secure multiparty computation (SMPC) support, adaptive weighting, etc.) 

will create an even more strong and scalable system. 

 

6. Conclusion 

  This study presents a scalable, privacy-preserving AI solution for the U.S. healthcare 

ecosystem using Federated Learning with Azure IoT Edge and Azure Machine Learning. 

Through a real deployment across three geographically and demographically distinct hospital 

systems, we validated the system’s ability to preserve patient privacy, improve model 

generalization, and comply with HIPAA and institutional data governance frameworks. 

  With regulations tightening and with patients wanting more transparency, FL solutions 

like this create a model for the future AI infrastructure. The architecture is extendable not only 

for sepsis prediction but can also be modified for radiology, rare disease detection, hospital 

resource planning, and real-time, wearable analytics. In an era of cross-institutional collaboration 

and zero-trust policy enforcement, this federated approach will become indispensable for ethical, 

intelligent, and impactful digital health transformation in the United States. 
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